I. Introduction
Now a days, one of the main threats that IT system and security environment can have, is the possibility of intruders in the system. This is normally solved by user authentication schemes based on passwords, secret codes and identification cards or tokens. Schemes based only on passwords or secret codes can be cracked by intercepting the presentation of such a password or by brute force attacks. On the other hand, an intruder can attack systems based on identification card or token by robbing, copying or simulating them. As it is a well-known, biometric deal with identification of individuals based on their physical and behavioral features. Biometric solutions, such as identification systems using fingerprint, iris, face, and palm print, hand geometry, signature, etc; have many advantages over the traditional authentication techniques based on what you know or what you possess. Instead of carrying bunk of keys, all those access cards or passwords you carry around with you, your body can be used to uniquely identify you. Among them, iris recognition is tested as the most accurate manner of personal identification. Therefore nowadays many automatic security systems based on iris recognition have been deployed worldwide for border control, restricted access and so on [1] . This paper represents the comparison about recognition of a person using a number of biometric systems available, after study a number of papers, articles, conference paper and real facts. My paper is organized as follows: working principle of biometric system in section II, types of biometric either physiological or behavioral based characteristics and their types in section III, a comparative tables based upon various aspects as biometric features, characteristic of biometric entities, social point of view, technical point of view, evaluation point of view, and biometric market point of view are given in section IV, the entire theme is given as conclusion in section V, in the last all the papers and websites which I have used to provide this study is given under the heading references in section VI.
Authentication Methods:
As there exist a number of authentication methods, I can categorized as non biometric based and biometric based. Non biometric based include password, keys, token which can be steal or copying easily and biometric based include iris, face, signature and so on, which is very difficult to forgery.
Knowledge Based: Only the authenticator knows as password, PIN or answer to a security question. Possession Based: Things are carrying by the person, being authenticate as keys or in the forms of cards which made up of plastic or using other material where we can find information regarding a person. Physical Characteristic Based: A physical characteristic is related to the shape of the body. It is a stable human physical characteristic, such as fingerprint, iris pattern. It remains unalterable without significant issue. Behavioral Characteristic Based: It depends upon the behavior of a person as signature and voice feature.
II. Working Principle of Biometric System
All the biometric system use the same basic principle as dictated below [2] . It consists predefined steps as well as we must know some basic terms related to biometric system as enrollment, biometric data, presentation, template, feature extraction, matching.
Enrollment or Registration:
The process, by which a user's biometric data is initially obtained, processed and stored in the form of a template for ongoing use in a biometric system. It is called enrollment or registration process. This template will be use for further process as authentication.
Biometric Data:
The data presented by the user during registration is called unprocessed image data, which is also referred as raw biometric data or biometric sample. Raw biometric data cannot be used to perform biometric matches so it is used to generate biometric template with the help of feature extraction process.
Presentation:
The process by which user presents his/her biometric data to the acquisition devices, the hardware which is used to collect data. For example placing a finger on a plate at finger reader device.
Template:
A mathematical representation of raw biometric data which is obtained after applying a number of feature extraction algorithms. A template size can vary in size as few bytes for hand geometry to several thousand bytes for facial recognition [3] . The template created at the time of registration is called stored template and at the time of authentication is called live template.
Feature Extraction:
The process of locating and encoding distinctive characteristics from biometric data in order to generate a template is called feature extraction. Feature extraction takes place during enrollment and verification, any time a template is created.
Matching:
A process where stored template is matched with live template at the time of verification and we obtained a score, on the basis of this score we conclude that a user is authenticate human or not. 
III. Types of Biometrics
While referring to types of biometric, it is important to know and distinguish between physiological and behavioral human characteristic. Based upon physiological and behavioral characteristic of human we have two types of biometrics, where each type can define multiple biometrics as stated below.
Physiological Biometrics:
A biometric related to the human body and difficult to forgery. It remains unaltered without significant issue. This type of biometric includes iris, retinal, fingerprint, palm print, hand geometry, face and DNA. featuring a complex pattern. This can be a combination of specific characteristics known as corona, crypts, filaments, freckles, pits, furrows, striations and rings [7] . An iris image is shown in figure 2.
Retinal: Retina scans require that the person removes their glasses, place their eye close to the scanner, stare at a specific point, and remain still, and focus on a specified location for approximately 10 to 15 seconds while the scan is completed. A retinal scan involves the use of a low-intensity coherent light source, which is projected onto the retina to illuminate the blood vessels which are then photographed. The infrared energy is absorbed faster by blood vessels in the retina than by the surrounding tissue. The image of the retina blood vessel pattern is then analyzed [5] . A retinal image is shown in figure 3.
Finger Print: A fingerprint is an impression of the friction ridges of all or any part of the finger. A friction ridge is a raised portion of the on the pal mar (palm) or digits (fingers and toes) or plantar (sole) skin, consisting of one or more connected ridge units of friction ridge skin [5] . In modern approach, live finger print readers are used .These are based on optical, thermal, silicon or ultrasonic principles [8] [9] . A fingerprint image is shown in figure 4.
Palm Print: Palm print verification is a slightly different implementation of the fingerprint technology. Palm print scanning uses optical readers that are very similar to those used for fingerprint scanning; their size is, however, much bigger [6] . A palm print image is shown in figure 5.
Hand Geometry: It is based on the fact that nearly every person's hand is shaped differently and that the shape of a person's hand does not change after certain age. These techniques include the estimation of length, width, thickness and surface area of the hand. Various method are used to measure the hands-Mechanical or optical principle [10] . A hand geometry scanner image is shown in figure 6. Face: A facial recognition technique is an application of computer for automatically identifying or verifying a person from a digital image or a video frame from a video source. Facial biometric technology relies on the manufacture of the specific facial features. The system usually look for the positioning of eyes, nose and mouth and distances between these features. It is the most natural means of biometric identification [12] . A facial image is shown in figure 7 .
Ear: Identifying individuals by the ear shape is used in law enforcement applications where ear markings are found at crime scenes. Whether this technology will progress to access control applications is yet to be seen. An ear shape verifier (Optophone) is produced by a French company ART Techniques. It is a telephone type handset within which is a lighting unit and cameras which capture two images of the ear [13] .
DNA: At present, there exists no technology to allow for automated recognition of DNA samples [11] . DNA analysis requires a lab environment and a form of tissue, blood or other bodily sample. This method of capture still has to be refined. So far the DNA analysis has not been sufficiently automatic to rank the DNA analysis as a biometric technology. The analysis of human DNA is now possible within 10 minutes. As soon as, the technology advances, DNA can be matched automatically in real time, it may become more significant [9] [14].
Behavioral Biometrics:
It depends upon the behavior of human, i.e. psychologically dependent. It depends on the present state of mind and can vary frequently as per situation or environment. For example, voice of human being can be affected by various factors as sadness, happiness, disease as throat infection, environment and so on. This type of biometric includes voice print, signature and typing rhythm recognition.
Voice: Individuals (speakers) can be recognized by their voice print, the set of measurable characteristics of a human voice. Different algorithms are applied in text-dependent, text-prompted or text-independent speaker recognition systems, as explained. Text-dependent systems: The user is requested to speak a word or phrase, which was saved earlier during the enrollment process. The spoken input is represented by a sequence of feature vectors and compared with previously recorded input vectors, to calculate the degree of similarity. Textprompted systems: The user is prompted to repeat or read a word or phrase from a pre-recorded vocabulary displayed by the system (e.g., "Please say the numbers 8 3 4 1!"). Text-independent systems: Systems have no initial knowledge /vocabulary. Reference templates are generated for different phonetic sounds of the human voice, rather than samples for certain words [11] . A voice signal image is shown in figure 8 . Signature: Biometric signature recognition systems measure and analyze the physical activity of signing. Important characteristics include stroke order, the pressure applied, the pen-up movements, the angle the pen is held, the time taken to sign, the velocity and acceleration of the signature [16] . This method is known as dynamic signature recognition. There are various kinds of devices used to capture the signature dynamics. These are either traditional tablets or special purpose devices. A signature reader device image is shown in figure 9 .
Typing Rhythm: The recognition of keystroke dynamics is the process of analyzing the way an individual types at a terminal by monitoring the keyboard inputs in an attempt to recognize the individual based on habitual typing rhythm patterns [17] . Keystroke dynamics are described by speed (the time a key is pressed, the time between keys pressed), rhythm, precision, keys used (e.g., left Shift key or right Shift key, Caps Lock), and other typing characteristics. A typing rhythm image is shown in figure 10 .
IV. Biometric Comparison Based on Various Aspects
As the aim of this paper is to provide the comparative study about various biometrics, so in this section after studying a number of research papers and articles, I am giving a number of comparison tables based upon various aspects under the heading as biometric features used for authentication, characteristics of biometric entities, social point of view, technical point of view, evaluation point of view and biometric market point of view.
Biometric Features Used for Authentication:
As human present biometric data, a number of features extracted from that data are responsible for recognition process. The different biometric consists different biometric features, so this [25] . Cost Factor: The initial investment and operating cost both are important factors. The initial cost includes modifications to existing systems, initial training of operators as well as procuring biometric equipments. The operating cost depends on maintainability and reliability. Socially Introduced: The year when particular biometric comes into light and used for society. Popularity: To which extent a society aware about a particular biometric instrument. Ease of Use: It should be easy to use the device and especially for non habituated applications. Error of Incidence: Various reason which occur and make sense of error. In table 4 , High, Medium, and Low are denoted by H, M and L respectively. Processing Speed: The speed with which two templates can be generated and compared for problems involving identification, because the user's biometric data must be compared to each and every record in the database. Accuracy: How much accurately our device is working in the given environment. Template Size: The size of template can impact the cost and performance of a system in several ways. A smaller code will require less system storage space and can be transmitted between sites more quickly than a larger code. Device Used: It describe about the hardware used by our application and give the answer of many questions as, It is handy or not, bulky in size or small, required operator or not. For example in iris recognition a camera is required.
Technical Point of View:

Technology Used in Device:
We have a number of methods to implement our device. Stability: The time duration to which the biometric data changes over time. For example a person's voice can change due to cold or any other factors. The error rate at which FAR equals FRR. The minimum cross error rate, the more accurate and reliable the authentication biometric machine.
Failure to Enrollment (FTE):
The rate at which attempts to create a template from an input is unsuccessful. It can be defined as the probability that a user attempting to enroll yourself but unable to do so and it is normally defined by a minimum of three attempts [23] . This is most commonly caused by low quality inputs. Failure to Capture Rate (FCR): Within automatic systems, the probability that the system fails to detect a biometric input when presented correctly. Receiver Operating Characteristic (ROC): In general, the matching algorithm performs a decision using some parameters (e.g. a threshold Table: 5 [27] 4.6 Biometric Market Point of View: With the significant advances in computer processing, the automated authentication technique using various biometric features has become available over the last few decades. [28] Figure: 12 [29] V. Conclusion A Biometric recognition or biometrics, refers to the automatic identification of a person based on his/her physiological (e.g., fingerprint, iris) or behavioral (e.g., signature) characteristics. This method of identification offers several advantages over traditional methods involving ID cards (tokens) or PIN numbers (passwords) for various reasons for example acquired and measured for the processing only in the presence of a person. Hence these systems are proved highly confidential computer based security systems. Each and every biometric system is useful and selection of particular biometric device depends upon the application area, i.e. where we are going to deployed biometric technology. Mainly it depends upon the number of persons, which are going to recognize himself or herself as well as environments. In case of limited persons we can use a biometric technology as less time taken but more secured than other biometric technology used where unlimited persons are recognized fastly but little bit accuracy. As my comparison show a number of differences based upon different aspects so one can easily choose the biometric technology for deployment in real time.
